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	 Building an industrial safety and disaster prevention management (ISDPM) system 
can effectively prevent unforeseen industrial accidents, such as fires, explosions, releases 
of hazardous chemicals, and leaks of poisonous gases.  To prevent disasters caused by the 
smoldering and spontaneous combustion of hazardous wastes in a hazardous waste storage 
area, we proposed a novel intelligent environmental monitoring system (IEMS) for ISDPM 
applications.  The proposed IEMS based on the integration of a monitoring sensor network, 
remote central database server, desktop/laptop/mobile network, and smart user interface has the 
ability to smartly and automatically help users prevent disasters from occurring.  Through using 
network connections, all of the devices were able to perform real-time actual data transmission 
directly.  Therefore, users could select a communication product from anywhere at any time 
to scrutinize the details of the overall current ambient environmental information, including 
surveillance images, thermal images, gas concentrations, air quality, temperature, and humidity.  
The results obtained with the proposed IEMS in practical field tests suggest its high suitability 
for use in a wide range of industries.

1.	 Introduction

	 Owing to the intensive development of sensor technologies, the Internet of Things (IoT), and 
artificial intelligence (AI) over the last few years,(1–19) industrial safety and disaster prevention 
management (ISDPM) systems have become smart and automatic (Smart Auto), feeding early 
warning messages and/or other related information back to the safety management office in 
real-time before a disaster occurs.  Therefore, ISDPM systems play an invaluable and pivotal 
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role in maintaining workplace safety, process safety, occupational health, and high production 
efficiency.  Recently, several studies on ISDPM applications have been conducted.(20–31)  For 
example, Boano et al. described the adoption of an industrial wireless temperature sensor 
deployment technique in an oil refinery for studying the influence of high temperatures and fire 
prevention.(20)  Gomaa et al. depicted a smart wireless radiation sensor network with economical 
and straightforward deployment designed for environmental radioactivity monitoring and 
safety assessment in a nuclear power plant.(22)  Chraim et al. presented an extensive monitoring 
network of multiple industrial wireless gas sensors covering a sensitive industrial area in an oil 
refinery plant used for the detection and localization of gas leaks and explosion prevention.(24)  
Wang et al. demonstrated a three-level framework together with machine learning to process 
data collected from wireless sensor nodes in a petrochemical plant for investigating the 
intelligent prediction of leak points and the safety of production sites.(25)  Qiu et al. introduced 
the uses of a laser module and machine vision for automatic and real-time tunnel deformation 
monitoring and safety monitoring requirements in tunnel traffic infrastructure construction.(28)

	 To meet the demand for various monitoring applications, we can custom-make appropriate 
ISDPM systems by matching multiple environmental monitoring modules (EMMs), central 
database servers, smart user interfaces, and disaster prevention devices.  Then, further 
optimizing the ISDPM system will enhance the system performances substantially.  ISDPM 
systems, therefore, have numerous compelling advantages as follows.  (1) They are IoT-based 
Smart Auto monitoring and data-recording systems.  (2) They have an easy-to-use platform, 
a user-friendly interface, and powerful monitoring functions.  (3) They have custom smart 
actions through the use of monitoring data analytics to control smart power strips automatically.  
(4) They can be installed and positioned and put into operation readily and quickly in diverse 
industrial environments.  (5) They can also boost overall economic growth and competitiveness 
of the industry to increase employee willingness to work.
	 In this study, we proposed a novel IoT-based intelligent environmental monitoring system 
(IEMS), as shown in Fig. 1, to prevent major fires and explosions from the smoldering and 
spontaneous combustion of hazardous wastes in a hazardous waste storage area.  A practical 

Fig. 1.	 (Color online) Novel environmental monitoring strategy based on the IoT.
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field test of the IEMS was performed at the Environmental Protection Technology Company 
of Taiwan.  The IEMS architecture primarily integrated a monitoring sensor network, remote 
central database server, desktop/laptop/mobile network, and smart user interface.  To meet 
the safety requirements of a whole area, we configured appropriate ambient EMMs capable of 
observing surveillance images, thermal images, gas concentrations, air quality, temperature, 
and humidity.  We also installed a remote central database server that could analyze, process, 
store, and manage the actual real-time sensing data received from the sensor network, and 
then supply the environmental information to desktop/laptop/mobile communication products 
almost simultaneously.  The data transmission of all devices was conducted immediately over a 
connected network.  Thus, users could see the real-time environmental information anywhere 
and anytime from a remote central database server as long as they connected one of these 
communication products to the database server via a static internet protocol (IP) address.

2.	 Experimental Methods and Materials

	 Our customizable approach to integrating appropriate EMMs was to develop and build 
a remote real-time IEMS divided into five major steps.  First, we had to understand clearly 
the complete operating procedures of the company, involving all equipment, materials, and 
operations, to find out where long-term monitoring is essential.  Second, we attentively explored 
how to build an effective monitoring system among equipment’s operational states, workplace 
environments, and work-related behaviors together with relevant staff.  Third, we configured 
the necessary monitoring modules with respect to the identified danger zones.  Fourth, we 
developed a remote central database server, smart user interface, and other specialized devices.  
Finally, we executed functional tests of the proposed customizable IEMS (see Sect. 3).  

2.1	 Considerations

	 In this study, we developed and built an optimal IEMS at the Environmental Protection 
Technology Company in Taiwan, which served as an ISDPM system and application.  
Photographs of the company site are given in Fig. 2.  The company is Taiwan’s largest enterprise 
carrying out environmental testing, environmental protection engineering, professional 
industrial waste treatment, recovery, and recycling.  The company employs cutting-edge 
techniques in its operations management system, computer control center and monitoring 
system, and energy-efficient incineration facilities.  The company mainly deals with the 
collection, physicochemical treatment, solidification, incineration, and landfill of hazardous 
waste and handles a variety of wastes, including biomedical and health-care wastes, toxic 
chemical wastes, hazardous industrial wastes from manufacturing, general industrial wastes, 
and mixed metal scrap.
	 In the hazardous waste disposal method of the company before physicochemical treatment 
or incineration, hazardous wastes are randomly placed in a hazardous waste storage area and 
generally placed into waste storage tanks/containers and/or on the floor.  However, hazardous 
wastes, regardless of whether solid, semisolid, or liquid, have many uncertainties in their 
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substances, mixtures, materials, and dopant concentrations, and occasionally cause disastrous 
accidents.(32–37)  Whether these wastes are stored for the long-term or short-term, in some cases, 
solid or semisolid wastes can result in spontaneous combustion, causing major fires.  Similarly, 
heavy metal liquid wastes such as those from semiconductor manufacturing plants, printed 
circuit board manufacturing plants, and chemical plants, can often react with each other, leading 
to fires and explosions caused by thermal runaway reactions.  Even if there are no explosions 
or fires, these wastes generate invisible noxious gases and harmful volatile organic compounds 
(VOCs), resulting in poor air quality.  Accordingly, we focused on the most commonly used 
hazardous waste storage area to demonstrate the customizable IEMS.

2.2	 Building blocks

	 The proposed IEMS architecture consisted of four essential parts: (a) a monitoring sensor 
network, (b) a remote central database server, (c) a desktop/laptop/mobile network, and (d) a 
smart user interface.  Table 1 summarizes the performances of EMMs that we have matched 
and tested for satisfying the safety requirements of the hazardous waste storage area.
	 To ensure that users could view complete, clear, accurate, and reliable environmental 
information remotely and in a timely manner, the locations of the EMMs were significant, and 
thus the impact of environmental constraints was considered before installing and positioning 
the EMMs.  Figure 3 illustrates the positions of the EMMs and disaster prevention devices in 
the hazardous waste storage area.  The users were able to choose one communication product 
(see Fig. 1) to see the real-time environmental monitoring information from the remote central 
database server, including video surveillance images, thermal images, VOCs, particulate matter 

Fig. 2.  (Color online) Photographs of the Environmental Protection Technology Company in Taiwan. (a) Bird’s-eye 
view of the entire site. (b) Hazardous waste storage area. (c) Energy-efficient incineration facilities.

(a)

(b) (c)
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Fig. 3.	 (Color online) Positions of EMMs and disaster prevention devices in the hazardous waste storage area.

Table 1
(Color online) Summary of EMM performances.

Name Photo Model Target Reference value

HIKVISION IR 
PTZ speed dome 
network camera

DS-2DE7220IW-AE 
2.0MP

Safety 
monitoring

Pixel resolution: 1920 × 1080
Frame rate: 60 Hz, 30 fps

Optical zoom: 20×
Focal length: 4.7–94.0 mm

Focus distance: 10–1000 mm
IR distance: 150 m

FLIR IR TIC A310 Temperature

Pixel resolution: 320 × 240
Frame rate: 30 Hz, 30 fps

Range: –20–120 °C, 0–350 °C
Accuracy: ±2.0 °C

Customizable RTD 
module ; PT100 (inside); KTC37 Temperature

Range: –200–600 °C 
Resolution: 0.1 °C

Accuracy: ±0.15 °C

JNC smart indoor 
air quality detector SD

VOCs
Range: 0–10 / 100 ppm
Resolution: 0.01 ppm

Accuracy: ±10%

PM2.5

Range: 0–600 µg/m3

Resolution: 0.1 µg/m3

Accuracy: ±10 µg/m3 ±5%

ICP DAS high-
accuracy smart 
EMM

; ; DL-100TM485P; M-7005;
WISE-5231

Temperature and 
RH

Temp. range: –20–60 °C
RH range: 0–100% RH
Temp. resolution: 0.1 °C
RH resolution: 0.1% RH
Temp. accuracy: ±0.4 °C
RH accuracy: ±3.0% RH
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2.5 (PM2.5), temperature, and humidity.  The data transmission of all devices was implemented 
directly by employing transmission control protocol (TCP)/IP and/or wireless fidelity (Wi-Fi) 
and/or fourth-generation (4G) long-term evolution (LTE) network modules.  To consider the 
overall cost-effectiveness of the proposed customizable IEMS, we tried to strike an optimal 
balance between quality and price.  Each of the essential parts of the system is described in 
detail as follows.
a.	 Monitoring sensor network
	 All EMMs were efficiently deployed at proper places to fully cover the entire space and 
high-risk targets for long-term monitoring.
  •	 HIKVISION infrared (IR) pan–tilt–zoom (PTZ) speed dome network camera and FLIR IR 
thermal imaging camera (TIC): We mounted the HIKVISION IR PTZ speed dome network 
camera along with the FLIR IR TIC at the same positions high on the interior wall near the 
center of the left-hand vertical wall to monitor the safety behaviors of the whole hazardous 
waste storage area and the surface temperatures of hazardous wastes, respectively.
  •	 Customizable resistance temperature detector (RTD) module: We customized the RTD 
module, which comprised six customizable metal boxes and six temperature controllers, 
where each metal box was equipped with a PT100 RTD, to sense temperatures in the bottom 
part of hazardous wastes.  Next, we embedded six customizable metal boxes on the surface of 
the indoor floor and installed six temperature controllers at a low position near the center of 
the interior wall of the front end vertical wall.  Mathematically, the relationship between the 
resistance and temperature of the PT100 RTD can be expressed as

	 2 3
0 1 2 31 n

T RTD RTD RTD n RTDR R T T T Tα α α α = + + + + +  ,	 (1)

where RT is resistance at TRTD °C, R0 is nominal resistance, which is equal to 100 Ω at 0 °C, and 
the parameters α1, α2, α3, ..., αn are PT100 RTD temperature coefficients of resistance.  Since the 

sum 3 4
3 4

n
RTD RTD n RTDT T Tα α α + + +   is relatively small compared with 2

1 21 RTD RTDT Tα α + + , 

Eq. (1) can be simplified and approximately reformulated as

	 2
0 1 21T RTD RTDR R T Tα α ≈ + + .	 (2)

	 The temperature coefficients α1 and α2, respectively, were 3.9 × 10−3 and −5.8 × 10−7 in 
this study.  Because the customizable RTD module has a temperature difference, T∆ , between 
the metal box surface and the interior, which can be determined by calibration, the actual 
temperature can be derived as

	 -RTD ac RTDT T T≈ + ∆ .	 (3)

  •	 JNC smart indoor air quality detectors: We positioned two JNC smart indoor air quality 
detectors both at low positions near the center of the interior wall of the back end vertical wall 
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as close as possible to each other to detect the VOCs and PM2.5 within the hazardous waste 
storage area.  The concentration of VOCs can be estimated using

	 0( ) 1
VRt
V

VOCs
EFC t C e
VR

−   = + −    
,	 (4)

where CVOCs(t) (mg/m3) is the concentration of VOCs at t (h), C0 (mg/m3) is the initial 
concentration of VOCs at t = 0, EF (mg/h) is total VOC emission fluxes from hazardous wastes, 
and VR (m3/h) and V (m3) are air ventilation rate and volume, respectively, of the hazardous 
waste storage area.  For long-term storage of the same wastes, assuming time (t) approaches 
infinity, Eq. (4) can be approximated as follows:

	 0VOCs
EFC C
VR

 ≈ +  
 

.	 (5)

	 Equation (5) provides a means of estimating CVOCs as a steady-state concentration.  Note 
that the unit of measurement for VOCs on the JNC smart indoor air quality detector is ppm 
(parts per million) and 1 ppm = 3.23 mg/m3.  In addition, the concentration of PM2.5 can be 
mathematically calculated through the following formula:

	 2.5, 2.5, ( )PM in PM out
ERp GRC C

ER k V ER k
= +

+ +
,	 (6)

where CPM2.5,in (µg/m3) and CPM2.5,out (µg/m3), respectively, are indoor and outdoor PM2.5 
concentrations, ER (1/h) is air exchange rate, p is PM2.5 penetration factor, and k (1/h) and GR (µg/h) 
are, respectively, decay rate and generation rate of PM2.5 for the hazardous waste storage area.
  •	 ICP DAS high-accuracy smart EMM: We placed the ICP DAS high-accuracy smart EMM, 
which comprised a remote temperature and humidity data logger, a thermistor-to-digital 
converter, and an intelligent expandable multifunction industrial IoT controller, near the two 
JNC smart indoor air quality detectors to measure air temperature and relative humidity (RH).
b.	 Remote central database server
	 The database server was assigned a preset static IP address and was primarily responsible 
for analyzing, processing, storing, and managing all actual real-time environmental monitoring 
data sent by nodes in the monitoring sensor network, and also served as the web server for 
the smart user interface.  The database server almost simultaneously supplied the users with 
observation results of the ambient environment through the smart user interface.  Both the 
HIKVISION iVMS-4200 versatile video management software and the FLIR IR Monitor 
software were installed on the database server to display surveillance images and thermal 
images on the communication product for users to view.  Through analysis of the entire 
environmental monitoring data, the database server could intelligently control smart power 
strips to run corresponding disaster prevention equipment, such as the alarm system, warning 
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light, industrial ventilating fan, the window opening/closing mechanism, and the automatic 
fire suppression system, according to the given parameter set on the smart user interface.  For 
example, if an abnormal condition occurs that is found by comparing the monitoring data with 
the given parameters, the early warning message will appear on the smart user interface to alert 
users, and the alarm system and the warning light will be triggered automatically by controlling 
the smart power strips.  The database server, however, was the most critical equipment, which 
had an intelligent management platform that was programmed to set up and control the remote 
equipment.
c.	 Desktop/laptop/mobile network
	 There were a few communication products that could be selected here to pay close attention 
to the working environment and safety behaviors of the hazardous waste storage area, such as 
a desktop computer, a laptop computer, an industrial personal digital assistant (PDA), a tablet 
computer, or a smartphone.  Therefore, users can scrutinize the details of overall real-time 
environmental information anywhere and anytime, as long as their communication product is 
connected to the remote central database server static IP address.  For example, if the hazardous 
waste storage area has any abnormalities, users can instantly see the early warning message 
on the smart user interface from the database server.  Moreover, by logging in to the remote 
browser, administrators could manage the smart user interface.
d.	 Smart user interface
	 The smart user interface was designed and implemented with a focus on having a 
centralized, clean, and easy-to-use platform.  The administrators could create, manage, and 
set up custom-smart-action programs and threshold parameters for automatic remote control 
capabilities on the smart user interface.  For instance, if the VOCs, PM2.5, or temperature is 
considered unsatisfactory in the hazardous waste storage area, industrial ventilating fans will be 
automatically started by running custom-smart-action programs along with controlling smart 
power strips, through the analysis of the entire environmental monitoring data.  Moreover, 
suitable threshold parameter values could be defined by the administrator to reflect changes in 
environmental factors.

3.	 Experimental Results in Practical Field

	 In this section, we summarize our practical field test results of the customizable IEMS 
to estimate and test the performances and functionalities experimentally.  All of the textual 
data and graphical files were recorded and stored in the central database server, which was 
positioned in the safety management office of the company.  The flowchart of the IEMS 
operation is shown as Fig. 4.
	 In a small-scale fire test in the hazardous waste storage area, the HIKVISION network 
camera provided users with a real-time remote image, as shown in Fig. 5, enabling them to 
inspect and manage the overall safety behaviors of containing wastes, equipment, environments, 
and people.  Figure 6 shows a remote real-time thermal image of the small-scale fire as seen 
with the FLIR IR TIC and also shows the temperature alarm during the period when high 
temperatures were detected.
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	 Table 2 lists the maximum, minimum, and average temperatures measured by the 
customizable RTD module over different days in summer and winter after calibrating the 
temperature difference.  These values were read, analyzed, and applied by the smart user 
interface.
	 The smart user interface shown in Fig. 7 was developed using LabVIEW software and 
presented the VOCs, PM2.5, temperature, and RH in real-time.  These measured values were 
updated every 10 s, and the average value of each parameter was updated every 5 min.  Suitable 
threshold values of the measured parameters were defined on the smart user interface directly 
by the administrators.  Figure 8 illustrates the remote real-time monitoring platform displayed 
on a smartphone.

Fig. 4.	 (Color online) Flowchart of the customizable IEMS operation.

Fig. 6.	 (Color online) Thermal imaging of surface 
temperature distribution of field test.

Fig. 5.	 (Color online) Video surveillance image of 
field test.
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Table 2
Temperature values measured by customizable RTD module after calibrating the temperature difference.
Node 
number

Summer in Taiwan Winter in Taiwan
Day 1 Day 2 Day 3 Day 4 Day 5 Day 1 Day 2 Day 3 Day 4 Day 5

1
Max. (°C) 30 31 34 34 32 21 20 21 17 17
Min. (°C) 25 25 25 26 26 18 18 17 16 14
Avg. (°C) 29 28 29 29 28 19 19 18 16 15

2
Max. (°C) 30 31 35 33 33 22 21 21 18 17
Min. (°C) 26 25 25 26 26 18 18 17 16 14
Avg. (°C) 29 28 29 29 28 19 19 18 17 16

3
Max. (°C) 31 31 35 33 33 22 21 22 18 18
Min. (°C) 26 26 25 26 25 18 18 17 16 14
Avg. (°C) 29 28 29 29 29 19 19 19 17 16

4
Max. (°C) 31 30 34 33 32 23 22 22 18 19
Min. (°C) 26 26 25 26 26 18 18 17 16 15
Avg. (°C) 29 28 29 29 28 19 19 19 17 17

5
Max. (°C) 31 30 33 34 33 22 22 22 18 18
Min. (°C) 26 26 25 25 25 18 18 17 16 15
Avg. (°C) 29 28 29 28 29 19 19 19 17 16

6
Max. (°C) 30 30 33 33 32 22 21 21 18 18
Min. (°C) 25 25 26 26 25 18 18 17 16 14
Avg. (°C) 29 28 29 29 28 19 19 18 17 16

Fig. 7.	 (Color online) Smart user interface used for showing the VOCs, PM2.5, temperature, and RH.
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4.	 Conclusions

	 The monitoring capabilities of an IEMS can effectively prevent disaster occurrences 
and maintain inherent safety if the IEMS has been appropriately equipped with specialized 
devices associated with the application field.  In this study, we have introduced a novel IEMS 
architecture and a customizable approach along with several EMMs that were selected to meet 
the overall safety requirements.  By virtue of the superior environmental monitoring equipment 
comprising several EMMs, the remote central database server, and the smart user interface, the 
proposed customizable IEMS could achieve remote real-time Smart Auto monitoring, recording, 
managing, and control.  Practical field test results of the proposed customizable IEMS were 
experimentally obtained at the hazardous waste storage area of the Environmental Protection 
Technology Company in Taiwan to evaluate and validate its performances and functionalities.  
The presented IEMS architecture with advanced Smart Auto features is exceptionally suitable 
for ISDPM systems and applications to prevent unforeseen industrial accidents.  With its 
custom-made functions, the customizable IEMS is expected to be highly suitable for use in 
various industries.
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