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Advances in semiconductor technology have enhanced the functionality of sensor arrays with
reduced feature sizes. Owing to the spread of the Internet of Things, sensors can now be found
in many applications operating in various environments. Proton and neutron radiation are always
present around us but have not been detrimental to electronics at sea level. With the decreasing
size of transistors and sensor elements and the increasing density of transistors in ICs of sensors
and actuators, the effect of radiation on the reliability of semiconductor devices, sensors, and
their electronic circuits (collectively called sensing systems) is no longer negligible, even at sea
level. However, the knowledge of radiation physics and that of semiconductor physics are very
different, and merging of the two sets of knowledge is necessary to evaluate the effect of
radiation on the reliability of sensing systems. In this work, we summarize the extensive studies
of the effects of radiation on semiconductor devices from space and avionics investigations, and
we apply their results to study the radiation reliability of sensing systems in standard industry
applications. In this work, we also illustrate how one can perform radiation reliability analysis
for electronics in a proximity sensor, which we investigated by performing radiation experiments.

1. Introduction

Although radiation exists at sea level, until now its intensity has been too low to affect
electronic circuits, and hence its effect has only been important for space applications. However,
as the feature sizes of devices shrink with downscaling technology, the capacitance of the circuit
nodes decreases accordingly. Consequently, the sensitivity of modern ICs to radiation is
increasing. Furthermore, as the transistors become more closely packed, the severity of the
radiation effect also increases, resulting in multiple-bit upsets instead of single-bit upsets being
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more likely, as reported by Sun Microsystems,!) Texas Instruments,® Virage Logic
Corporation,® Intel,*> Cypress Semiconductor,® and IBM.(7) It has been reported that single-
event upsets in avionics, high-end networks, and financial servers pose significant threats to the
reliability of the corresponding systems.®?) For example, Sun Microsystems encountered such
an experience first-hand when some of its enterprise servers failed in the field because of soft
errors in cache memory, which resulted in major customer dissatisfaction.(1%-!") Radiation indeed
affects the reliable operation of electronic circuits and systems.

To illustrate the increasingly important effect of radiation on electronics, it was found that the
critical charge, i.e., the charge that causes a flip in a bit of static random access memory
(SRAM), decreases from 15 fC at 250 nm technology to 1 fC at 90 nm technology. If we use the
soft error rate at 90 nm technology as a reference, the soft error rate will be 3.5 times higher for
22 nm technology,('? where the soft error rate is defined as the rate of occurrence of soft errors
due to a nondestructive single-event transient, as will be introduced later.

Owing to the increasingly important effect of radiation on the reliability of electronics,
including smart sensor networks containing advanced electronics, here we attempt to raise the
awareness of including the radiation effect in the reliability evaluation of electronics through a
brief description of the radiation effect on semiconductor devices and the typical tests carried
out on their robustness to radiation. Examples of the degradation analysis of devices subjected to
proton radiation will also be given. This work is intended to serve as a guide for the
semiconductor industry.

2. Materials and Methods

There are three failure mechanisms of electronic circuits due to radiation: single-event
transient (SET), total ionizing damage (TID), and displacement damage (DD). The thorough
analysis of SET effects and the development of appropriate mitigation strategies have become
key requirements in the design of fault-tolerant ICs and systems, and many semiconductor
companies are now performing radiation tests on their advanced products.

2.1 Electronics degradation mechanisms associated with radiation

A SET (also called a SEE) is caused by the passage of a single energetic particle through or
near a sensitive node of a circuit, creating electrical disorder that affects its normal operation.(!3)
A densely ionized track is generated by the high-energy singly charged particle by depositing a
sufficient amount of energy per unit path length to result in a destructive or nondestructive SET,
depending on the response of the device and the amount of charge collected.!¥ A non-
destructive SET is also known as a soft error because it does not damage the device but causes a
visible event or the corruption of output data or the data state. On the other hand, a destructive
SET in a semiconductor device not only corrupts the data state but also permanently damages
the device and hence it is known as a hard error.('>) SETs dominate microelectronic reliability in
the terrestrial environment.(!®) Most reliability failures are related to single-event upsets, namely,
the flipping of digital bits in memories and sequential logic and the occasional single-event



Sensors and Materials, Vol. 34, No. 3 (2022) 1121

latch-up.(1®) Additionally, single-event burnout (SEB) in high-voltage power devices can be a
reliability concern in the terrestrial environment.(!”)

TID is mainly caused by the generation of defects in oxide layers due to incident energetic
particles such as electrons, protons, and neutrons. In MOSFET devices, the ionizing radiation
mainly affects the gate and field oxide layers, causing a shift in threshold voltage and an increase
in leakage current.('®) Jonizing radiation in MOSFET devices generates electron-hole pairs in the
oxide, and as electrons have higher mobility, they are quickly swept away to the gate electrode
under positive potential, while the lower-mobility holes are transported towards the Si/SiO,
interface and trapped in the oxide or at the semiconductor/oxide interface. These trapped charges
alter the threshold voltage of the MOSFET, resulting in a change in its electrical
characteristics.(!29 TID is a significant issue for flash memories, power MOSFETs, and linear
bipolar devices.(!®)

When impinging high-energy radiation particles interact with the nuclei of the target
material, atomic displacement or DD occurs. This type of nuclear interaction is quantified as
non-ionizing energy loss. The parameters that are most sensitive to DD are minority carrier
lifetime, diffusion length, carrier mobility, and carrier concentration. Since MOSFETs are
majority carrier devices, they are inherently less sensitive to DD than minority carrier devices
such as solar cells, diodes, linear bipolar devices, and charge-coupled devices.?!) However, at
smaller technology nodes, MOSFET devices may be sensitive to DD because the active region of
the MOSFET device becomes comparable to the size of the DD cluster that can occur near the
end of the range of a highly energetic particle.(!*) Fortunately, the occurrence of DD is generally
rare as compared with SET and TID.

2.2 Radiation environments for semiconductor devices and circuits

There are two types of radiation environment: the natural environment, in which the radiation
originates from only cosmic rays, and artificial radiation environments. For the natural
environment, the dominant particles at sea level are neutrons, muons, protons, electrons, and
pions generated from cosmic rays (mostly protons) incident on the earth’s atmosphere.?? SEEs
in microelectronic devices are mainly caused by neutrons at terrestrial altitudes and sea level
because pions and muons have a very short half-life, and the Coulombic interactions can
adequately attenuate electrons and protons.(9)

There are three factors that affect the neutron flux at any terrestrial location, of which altitude
is the dominating factor. At flight altitudes of 28000—60000 feet, the neutron flux is 100 times
higher than that at sea level.>3) The second factor is latitude or geomagnetic rigidity, which is a
function of geographical location. The magnetic fields emerging from the poles of the earth trap
incoming cosmic ray protons within specific regions, leading to areas with high and low proton
densities, which in turn lead to variations in terrestrial neutron flux as a function of geographical
location. The neutron flux is higher in the equatorial region than at the poles because magnetic
field lines at the poles are nearly perpendicular to the earth’s surface, and the magnetic shielding
effect or geomagnetic rigidity is minimized at the poles.>¥ The third factor is the solar activity
cycle, which accounts for less than 30% of the neutron flux variation.(”)
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Artificial radiation environments in which microelectronics might operate include medical,
industrial, and defense applications. In medical applications, radiation exposure occurs most
often from the use of diagnostic and treatment equipment such as X-ray and proton beam therapy
machines. High doses of electron-beam (e-beam) or gamma-ray irradiation are also used for
sterilizing surgical instruments and implantable electronics in operating rooms. There are
numerous industrial uses of radiation. A wide range of applications rely on X-ray, gamma, and
e-beam irradiation, including waste treatment, inspection, and security screening.
Microelectronics are also exposed to doses of neutrons and gamma rays in high-radiation areas
inside nuclear power plants. In defense environments, electronics must be hardened against brief
but intense gamma-ray and neutron exposures, as well as against follow-on electromagnetic
pulse effects from nuclear detonations.(!7-2%)

For microelectronics in most medical and industrial applications, TID is the primary radiation
effect of concern, while in defense environments, concerns include SEEs, TID, DD, and prompt-
dose (high dose rate) effects.(!”)

3. Reliability Tests for Radiation

Although most reliability evaluations of products are carried out with an accelerated stress
condition to shorten the test time, to evaluate the radiation reliability of semiconductor devices,
care must be taken in the acceleration as there is a dose rate effect on the devices.

The effect of radiation on electronic devices depends on dose and dose rate effects. The dose
effect results from the cumulative damage due to chronic radiation exposure, whereas the dose
rate effect originates from the deposition of an extremely high dose over a short time. The dose
effect has two main categories, TID and DD, as mentioned earlier. Degradation due to TID has
an additional complication known as enhanced low-dose-rate sensitivity (ELDRS), which
primarily affects bipolar devices. In the case of ELDRS, bipolar devices show more noticeable
DC parameter degradation. This is characterized by a low-dose-rate enhancement factor (EF),
defined quantitatively as the ratio of the parametric degradation at a low dose rate (LDR) [< 360
rad (Si)/h] to that at a standard dose rate [3.6 to 36 krad (Si)/h] for a fixed dose level. However,
the EF is not a universal value, and it varies within the same part for different parameters and
part types.(29) It is important to know whether a device has ELDRS because the actual dose rate
encountered in most radiation environments including space environments is very low.
Pershenkov et al. studied the physical mechanism of the ELDRS effect in bipolar operational
amplifiers for a wide range of dose rates and found that the accumulation of defects during LDR
irradiation depends on the irradiation time only, while the contribution of true dose rate effects
to the enhanced LDR sensitivity effect is related to processes during post-irradiation
annealing.?”) Consequently, tests performed at a high dose rate to shorten the test time may not
be feasible for extrapolating to a field condition where the dose rate is low, and this is especially
true for bipolar devices.

To study the risk associated with electronic devices to be used in space, terrestrial, or
artificial radiation environments, devices must be tested under real radiation conditions. Table 1
summarizes the different tests and their purpose for electronic devices.(?®
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Table 1

Summary of radiation tests for electronic devices.

Test Type of product Purpose
Without ELDRS or time-

High dose rate (HDR)(29) Radiation lot acceptance test (RLAT)

dependent effects (TDEs)

Metal oxide semiconductor

accelerated anneal test (MA AT)(”) MOS devices To determine TDEs in technology

To determine whether product

Room temperature anneal test®? Devices that fail HDR test qualifies for LDR test

ELDRS characterization®! Bipolar linear elements To determine ELDRS effect

LDR®? Devices without ELDRS Alternative of HDR for RLAT

LDR+1.5x over test*® Devices with ELDRS RLAT

Accelerated ELDRS®?) Bipolar linear elements Alternative RLAT ‘verl.ﬁed through
characterization

SEB and SEGR®*) Power MOSFETs To study effect of single particle

SEEC® Digital devices To study effect of single particle

These tests are performed in specially designed laboratories to ensure that the tests meet the
requirements of measurement standards, reliability, and safety. Several test standards have been
published for different radiation effects. To test the TID effect, MIL-STD-883 Test Method
(TM) 1019 standards are used, which describe the test and qualification using a Co-60 source.
TM 1019 provides flexible test options at different dose rates based on semiconductor technology
TID sensitivity.

To determine the time-dependent effects in MOSFET structures, the MOSFET accelerated
anneal test (MAAT), also known as the rebound test, is performed. For many applications, the
radiation environment has an LDR, and for such environments, the LDR test based on TM 1019
specifications is performed. The test range of TM 1019 was restricted to the range of 50 to 300
rad/s until 1991, after which it was updated to below 50 rad/s.

The ELDRS test specification is provided in TM 1019; however, it does not provide any
information about the sample size nor on the number of devices under test (DUTSs) to use for
product qualification. The test methods for discrete transistors for military and space applications
are given in MIL-STD-750, which includes TM 1080 for SEB and single-event gate rupture
(SEGR) for the testing of power MOSFETs.

For radiation testing, the DUTs must be biased under the worst operating condition so that the
maximum drift in the parameters of the DUT can be observed. In some cases, in situ
measurement is performed, which requires real-time monitoring and characterization equipment
such as mixed signal oscilloscopes, source meters, a semiconductor characterization system, and
arbitrary function generators. To irradiate DUTs with proton or neutrons, proton and neutron
generators are used, respectively. The neutron generators commonly used in laboratories are
compact linear particle accelerators, whereas protons are generated from either cyclotrons or
synchrotrons. Figure 1 shows the cyclotron-based proton generator used in this work, which is in
the Particle Physics and Beam Delivery Core Laboratory at the Proton and Radiation Therapy
Center of Chang Gung Memorial Hospital, Linkou, Taiwan.
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Fig. 1. (Color online) Proton beam test setup for soft error rate estimation.

The cyclotron generates a static 230 MeV proton beam, which passes through an energy
selection system consisting of an energy degrader and a series of devices to restrict the beam
size and energy dispersion so that the desired test energy can be obtained. The selected energy of
the proton beam is transported to the DUT through the beam transport system, which has a
series of magnets to guide the moving proton beam. The position and size of the beam are
monitored using a beam monitor device.

4. Experimentation

Both electronic devices and circuit boards are subjected to proton radiation tests with
different proton energies. Units or boards are powered up during testing to monitor their
performance. Figure 2 shows the soft error rate test setup for a proton test, where the 200 MeV
proton scanning beam in Chang Gung Memorial Hospital at Linkou is used. The fluence is set to
1 x 10" proton/cm?2. The TID test is carried out using Co-60 radiation at 20 krad in National
Tsinghua University, Taiwan.

For the soft error rate evaluation, an IC with various functions is tested under a proton beam
with the setup shown in Fig. 2, and the number of soft error events is counted, where the counts
are classified according to the function.

For TID/DD evaluation, the DUT is a proximity sensor, which contains a MOSFET switch
whose specifications we cannot disclose for reasons of confidentiality. This MOSFET device is
housed in a miniature cylinder with dimensions of @5 mm x 26 mm. The switch is connected
during the test as shown in Fig. 3. A 24 V power supply is connected to the switch in series with
a load resistor.
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5.4v

Fig. 2. (Color online) Setup for determining proton soft error rate.

~

Control Line

Fig. 3. (Color online) Test setup for proximity switch.

5. Experimental Results and Analysis
5.1 Soft error rate

The soft error rate can be computed using the following equation:(37-3%)

SEEs = > Cross section(E)xFlux (E), )

where Flux(E) can be calculated via Créme 96,3%49) and the cross section at different radiation
energies (£) can be calculated via the following models:
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*  Weibull
* Bendel two-parameter
» Bendel one-parameter

Although the Weibull model is most accurate, it contains four parameters, and thus radiation
experiments are performed at four different energies, which can be very time-consuming and
costly. The Bendel two-parameter model also requires experiments to be carried out at two
different energies, and it is thus not commonly employed. In this work, the Bendel one-parameter
model is used for the computation of the soft error rate.

Table 2 shows our proton test results for a device with several functions. The number of soft
errors occurring at a given proton energy £ is recorded, from which the soft error rate is
obtained. Using Eq. (1) and the known value of the proton flux set in the experiment, we can
compute the cross section at proton energy E set in the experiment. Using the following Bendel
one-parameter model, we can determine the value of the parameter 4:

F(E) = (B/A)* [1-exp (—0.18y"2)]4, 2
where F(F) is the cross section at energy £ and
WE) = (E-A4) (18/4)'2, ifE> 4, €))

with 4 and B as device-specific parameters. The computed values of 4 for the different functions
are shown in Table 2. The empirical value of B for most components is 24.

Once the values of 4 and B are determined, one can compute the soft error rate under various
radiation environments using the radiation energy spectrum given by a database such as Créme
96 and obtain the total soft error rate using Eq. (1). Table 2 shows the SEE/day obtained using the
Créme 96 database for the application of the DUT in a low-earth orbit.

5.2 TID and DD analyses

Figure 4 shows the load current over time during the test. A small decrease in the load current
is observed. As the supplied voltage is held constant at 24 V, the observed decrease in current
indicates an increase in the switch resistance. By taking unit #2 as an example, the change in
current (A7) is from 0.01255 to 0.0125 A, a small decrease of 0.00005 A. However, this small

Table 2

Experimental test and computation data of a device from our proton test to its application in the low-earth orbit
environment.

DUT SEEs Cross section A SEE/day
Function 1 26 1.51E+02 16.771 0.001493
Function 2 28 1.63E+02 16.68 0.001615
Function 3 31 1.80E+02 16.562 0.00179
Function 4 1 5.81E+00 21.1654 5.1SE-05

Function 5 27 1.57E+02 16.725 0.001554




Sensors and Materials, Vol. 34, No. 3 (2022) 1127

Proximity Sensor#1~6 Current
0.014 i T ; T i T T
I I

I [ I I I ES=S

| | | | | —— P.S.-2
o.m¥sxF---+--—-—+—-—--Lb———b—— L — —{ —— PSS~

: : : : : ——— PS4

| | | I | —— PS5
0013 - ——-L - L o _L___L___L__ P.S.-6

| | | |

| | [ 1

1
L

0.0125

Ampere

0.012

0.0115

0.011
0

Time (sec)

Fig. 4. (Color online) Variation of load current during Co-60 test on six proximity switches as DUTs.

change in current may not be small for the corresponding change in switch resistance, as
illustrated by Eq. (4), where we assume that the switch resistance is R before radiation and R’
after radiation.

24 24

Al(in%) = R'+2K24R+2K =%, if R,R' < 2K @)

R+2K

Substituting Al = 0.4%, we have AR = 8 Q. This is a substantial change in resistance for an
electronic switch. The seemingly small change is masked by the 2 kQ resistance connected
during testing.

The test is performed at room temperature for a duration of less than a year, with a test
current of around 0.012 A. This is well within the specification of 200 mA for the switch; thus,
large degradation due to the applied current stress is unlikely in this test. We can thus conclude
that such degradation is due to the Co-60 TID effect in the oxide layer, where electron-hole pairs
are generated by the Co-60 gamma radiation.3**142 No degradation occurs in the substrate or
conducting channel because the pin-to-pin (PP) resistance without a load showed no change for
all six DUTs.

We also observe that the current becomes very noisy for units #3 and #6. This is a typical
signature of telegraph noise in an oxide due to charge trapping in the oxide.“*?

It is interesting that the six DUTs showed no change in the PP resistance immediately after
the radiation test. However, when the same measurement was carried out five days later with the
load connected, five DUTs failed, and the sixth showed a large change in the load current upon
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remeasurement. This is because, in addition to oxide traps, radiation also leads to the formation
of interface traps at the Si/SiO, interface. Interface traps exist within the silicon band gap at the
interface. When electron-hole pairs are generated by the radiation, electrons can move quickly
through the oxide to the gate electrode and some of them recombine with holes during the
movement. Owing to the resulting absence of electrons in the oxide, the holes that diffuse slowly
through hopping toward the interface are trapped at the interface, causing the build-up of
interface-trap charge. It is also believed that hydrogen ions in the oxide are likely released as
holes that “hop” through the oxide or are trapped near the Si/SiO, interface. The hydrogen ions
can also drift to the Si/SiO, interface, where they may react to form interface traps. The build-up
of interface-trap charge can take hours to saturate after a pulse of ionizing radiation.**)
Therefore, the passing but subsequent failure of DUTs is due to such build-up of interface-trap
charge.

In summary, from the analysis of the degradation pattern, we can conclude that all the
switches are degraded by TID. Electron-hole pair generation in the oxide is the prime reason for
all the observed TID effects. As the PP resistances of the switches remain unchanged, it can be
concluded that there is no DD.

6. Conclusions

Radiation is becoming a new environmental stress factor for advanced semiconductor
devices and their associated circuits, and its effect is no longer limited to applications in space
and avionics. These devices and circuits can also be part of a smart sensor network. The effect of
radiation on electronic devices at sea level has been reported. In this work, we presented a brief
description of the three main radiation effects on these devices, namely, the soft error rate, total
ionizing dose, and displacement damage. Experiments were performed on some electronic
devices, and the computation of the soft error rate and an investigation to determine the presence
of total ionizing dose and displacement damage were demonstrated. These results show
examples of the radiation reliability evaluation of electronic devices, and areas where care must
be taken in the use of accelerated radiation tests for such evaluation were also noted.
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