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 As the Internet of Things (IoT) matures, large-scale groundwater flow data collection, 
transmission, and storage can be carried out through many sensors. There are significant 
resource requirements for data analysis and data storage platforms. Cloud computing has been 
the latest computing management system developed in recent years. It shows exponential growth 
in its application to groundwater modeling systems and subsidence monitoring work. The goal of 
this study is to apply cloud computing and IoT technologies to continuously collect real-time 
groundwater-related data and transmit it to a cloud platform. We developed a hydrological and 
subsidence monitoring platform that can process large-scale groundwater data and use database 
systems to store the data and ensure data integrity. Therefore, the efficiency of execution is 
discussed when data processing and storage are performed. The platform can monitor the state 
of the groundwater layer in the Choshui River Alluvial Fan in Taiwan. The platform displays the 
data of the groundwater layer visually, clearly understanding the situation of land subsidence in 
the Choshui River Alluvial Fan in Taiwan and providing managers, researchers, and users with 
accurate quantitative assessment methods.

1. Introduction

 Land subsidence has caused low-lying areas in Taiwan to face the problem of flooding and 
seawater intrusion.(1) Therefore, in this study, we apply information technology to understand the 
problem of ground subsidence in Taiwan’s groundwater layer. To explore the problem of land 
subsidence, it is necessary to measure groundwater resources and evaluate the status and trend 
of changes in water storage in aquifers.(2) In long-term prediction and management, the 
measurement of groundwater resources provides data for groundwater numerical models. 
Groundwater data are collected using Internet of Things (IoT) technologies. Automation and 
remote monitoring applications are growing rapidly with the latest technological advancements 
in IoT, sensing development, and data telemetry.(3) The groundwater monitoring system is 
applied to the equipment of IoT, and different sensors are used to collect a variety of 
hydrogeological and land subsidence data, such as surface topography, stratum structure, 
groundwater level, and meteorological parameters.(4) Given the wide application of network 
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communication protocols, the groundwater monitoring system helps hydrogeologists overcome 
traditional obstacles of collecting and transmitting data. Various groundwater data can be 
transmitted to the application layer of the cloud through the network protocol.(5) 
 The latest development of cloud computing technologies provides new opportunities for 
collaboration and communication between different systems. In the collaborative paradigm, 
applying these new technology tools allows users to share resources more effectively and 
promote the direct use of cloud platforms by managers responsible for solving their land 
subsidence problems.(6) However, domestic groundwater-related data networks in Taiwan 
platforms mostly display static data. Real-time data and spatial analysis functions are rare, 
making it difficult for the platform to effectively manage in-time warning response and decision-
making.
 To solve the above-mentioned problems, the purpose of this study is to apply cloud computing 
and IoT technologies to develop a hydrological and subsidence monitoring platform. The 
platform planning goals are as follows: (1) The proposed platform vertically integrates the 
groundwater monitoring system to ensure that hydrogeological and land subsidence data are 
collected in real time and transmitted to the cloud environment. (2) Automated data processing 
applications are developed so that the cloud database can be used to update data at any time and 
integrate it into subsequent model components. (3) The proposed platform creates a visual 
presentation module that can monitor the status of the groundwater layer in the Choshui River 
Alluvial Fan in Taiwan, so that researchers can understand the problem of land subsidence. 
Therefore, the proposed platform performs data preprocessing and data storage procedures for 
the data collected from the groundwater monitoring system. In this part, we discuss the cost of 
matching different databases. Finally, this proposed platform uses a website interface to display 
the results of the formation subsidence changes.

2. Related Works

2.1 Applications of IoT in groundwater science

 IoT uses a large number of sensors to connect the Internet to help humans perceive the 
groundwater environment and improve their ability to collect information. The interconnected 
sensor devices in IoT collect and exchange data through a modern communication network 
infrastructure.(7) IoT has significant advantages in terms of traceability, accuracy, and real-time 
monitoring. Recently, it has been playing an increasingly important role in the field of 
environmental monitoring. The applications of IoT in groundwater science can generate a large 
amount of data under on-site groundwater conditions, which is faster than traditional or manual 
data collection, improving the ability to collect groundwater data.(4)

 To explore the land subsidence mechanism in the Choshui River Alluvial Fan in Taiwan, a 
groundwater monitoring system needs to be installed. The groundwater monitoring system 
includes Global Positioning System, Global Navigation Satellite System, groundwater level, and 
geological drilling monitoring stations. The groundwater monitoring system consists of a variety 
of sensors. These sensors are deployed in different geographic spaces and in the same time series 
for data collection. Therefore, there are different sensors used to measure the surface and 
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groundwater levels and collect geological spatial data of the underground layer.(8) Sensor data 
can be transmitted to the proposed platform using wireless communication technologies. The 
data collected by the groundwater monitoring system are organized and analyzed through the 
proposed platform, and the results are finally presented to verify the observed ground 
subsidence.

2.2 Applying cloud computing and IoT technologies to manage groundwater data

 IoT uses a wide range of advanced technologies ranging from embedded sensors and 
communication technologies to network protocols. Data analysis is used to build intelligent 
wireless communication networks, connecting to cloud computing or edge operations for 
applications.(9) The intelligent wireless communication network consists of sensors, data format 
interfaces, network servers, and gateways, which constitute the IoT service. The workflow of the 
sensor is used by the groundwater monitoring system, where the Global Positioning System, 
Global Navigation Satellite System, groundwater level, and geological drilling monitoring 
stations collect groundwater-related data and send them to their working nodes through the 
Modbus protocol. LoRa (which stands for long range) has a large transmission distance and 
provides long-distance connections for low-power devices. After the groundwater monitoring 
systems receive the data, they apply LoRa wireless technologies to send the data to the network 
gateway. Next, the groundwater monitoring systems apply Message Queuing Telemetry 
Transport (MQTT), the protocol for IoT and also the preferred protocol for connecting devices to 
the cloud. The data from the gateway device are transmitted to the cloud platform for storage and 
analysis.(10) The MQTT service allows the workflow to send requests to the sensor. Once the 
communication mode is set and the cloud server is configured, the sensor and the cloud server 
can communicate. This architecture allows modelers to use an Internet browser to access stored 
data on the cloud and, if necessary, to remotely change the interface between the sensor and the 
data format.
 Cloud computing provides computing services, and it includes networks, databases, servers, 
software, and data analysis through the Internet to provide service deployment, flexible 
resources, and economies of scale.(11) Therefore, the collected data are stored in the cloud 
platform, which is used to manage the large amount of data generated by the groundwater 
monitoring system. Cloud computing is responsible for data quality management (identifying 
data loss and errors), data calibration (converting raw data into identifiable data), data storage 
(structured storage in relational and nonrelational databases), data analysis, and the construction 
of the proposed platform. It is necessary to efficiently manage and store data and develop 
automated data processing applications to improve the execution efficiency of the proposed 
platform.(12)

3. Proposed Hydrological and Subsidence Monitoring Platform

 The hydrological and subsidence monitoring platform connects to public databases and 
groundwater monitoring systems to obtain, store, and display the observed data. As a bridge 
between sensor nodes and Web-based platforms, cloud services are a space where datasets from 
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hardware resources are stored, processed, and accessed by using Django Restful API and React 
technologies to construct the user interface.(13) The hydrological and subsidence monitoring 
platform is constructed through Proxmox Virtual Environment (VE). The cloud operating 
software is a scalable, high-performance, and highly adaptable open source cloud platform 
architecture on the market. Proxmox VE can manage tools such as virtual machines, storage 
spaces, and computing containers, whereas Proxmox cluster management service is built on the 
Corosync cluster engine. The Corosync cluster engine is a cluster communication system that 
allows the management and creation of thousands of computing nodes.(14) Therefore, Proxmox 
VE can create multiple computing nodes in a limited hardware space, allowing the hydrological 
and subsidence monitoring platform to receive the data collected from different sources, monitor 
the operating status of the sensors, and perform data management operations.
 As the amount of data collected from the groundwater monitoring system increases, it is 
necessary to use data science processing and database technologies to organize groundwater-
related data. Therefore, cloud computing resources are used to create automated data processing 
applications and database systems to improve data storage and processing efficiency. During 
execution, the proposed platform executes all data storage and applications and displays the 
results of the execution. We set up a hardware server with CPU core Intel Xeon silver 4210R, 64 
GB of RAM, and Proxmox VE cloud software to run the proposed platform.

3.1	 Data	processing	workflow

 We chose Python programming modules and tools to develop the data processing workflow. 
Python was developed to process the data collected from the sensors of the groundwater 
monitoring system, with the aim of transforming the collected data into the required data that 
can be applied to subsequent simulation modules.(15) The workflow of data processing is 
described in the following steps. (1) The initial data from the groundwater monitoring system 
are collected and processed. Python was used to check the data for conversion into the specific 
format to ensure data integrity. It allows a follow-up module to perform data storage and 
management procedures. (2) The data management module automatically detects the data 
attributes each time newly processed data are available before assigning the data to different 
database software programs (e.g., MongoDB or InfluxDB) for storage. (3) There is continuous 
collaboration between the dynamic regional groundwater numerical module and the visualization 
presentation module. These modules intercept the data in the database to perform groundwater 
module calculations and display the result information. The dynamic regional groundwater 
numerical module collects the time-series groundwater level and surface height data through the 
groundwater monitoring system and apply the numerical model to determine the land subsidence 
trend in the Choshui River Alluvial Fan in Taiwan to indicate the severity of land subsidence in 
each area. The visualization presentation module allows groundwater data observation and 
presents data analysis results to end users on the user interface.(6) The data processing workflow 
is a fully open source, using Python to create usable data processing programs, and the 
mechanism allows the seamless integration of multiple computational components into our 
proposed platform.
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3.2 Database system

 The use of groundwater monitoring systems increases real-time data generation and data 
processing to generate multiple data types, which makes storing and managing data challenging. 
Therefore, the database system of the hydrological and subsidence monitoring platform is 
created by applying cloud resources, and Structured Query Language (SQL) or Unstructured 
Query Language (NoSQL) databases are used for storage according to different data types.(16) 
 The groundwater monitoring system collects data from Global Positioning System, Global 
Navigation Satellite System, groundwater level, and geological drilling monitoring stations. 
Most of the data are time-series data except for the geological drilling and groundwater 
observation positioning data. To ensure that different types of data can be stored correctly in the 
specified database software, the data management module of the automated data processing 
application controls the data storage location. When storing time-series data, the data go through 
a previous data range filter. If new data values that are far from the data values collected in the 
past are collected, the data management module alerts the administrator to double-check them. 
Missing data in the time series are a common problem, and the data management module 
recovers these missing data by averaging the two most recent time-series data.
 The test data are a time series of groundwater levels collected by groundwater observation 
stations. The test data were collected in August 2021. The total number of data is 3402587. First, 
we used automated data processing applications to transform the data into the required data 
format. Because we filtered the collected groundwater data of the Choshui River Alluvial Fan in 
Taiwan, we divided all the data into different regions. The number of observation data of 
Changhua County is 397260, and that of Yunlin County is 455091. After these observation data 
were divided and sorted, they were stored with different database software programs and 
compared with the execution time using MySQL, InfluxDB, and MongoDB. 
 
4. Results

 Through observation data, automated data processing applications are used in conjunction 
with different databases, and the execution time is obtained to determine which database is 
required for the hydrological and subsidence monitoring platform. Table 1 shows the execution 
time of data processing and storage in different databases. Therefore, through the above 
execution time results, and given that most of the data are time-series data, the proposed 
platform chooses the NoSQL InfluxDB as the main framework of the database system. InfluxDB 
has high-performance and efficient database storage for processing a large amount of time-series 
data and provides a scalable solution through server clustering.(17) The nonsequential geological 

Table 1 
Comparison of cost times (s) of various databases.

MySQL InfluxDB MongoDB
Dataset1 924.2075 250.5922 271.6026
Note: Dataset1 is 3402587.
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drilling and groundwater observation positioning data are converted into *.json/geojson as the 
main format, and then stored through MongoDB. MongoDB is a file-oriented, nonrelational 
database that distributes and stores large binary files, which are binary encoded in JSON 
format.(18)

 To monitor and analyze the status of the groundwater layer in the Choshui River Alluvial Fan 
in Taiwan, real-time hydrological information has been collected through the groundwater 
monitoring system. The proposed platform uses cloud services to process the complete data. The 
dynamic regional groundwater numerical module analyzes the data and studies the regional 
subsidence, and the visual display module performs data display operations and is matched with 
Mapbox map software. Mapbox can be integrated with Web applications for development and 
for using huge map resources. Mapbox simplifies the development process by providing the 
necessary built-in map functions through an intuitive user interface.(19) This allows the 
presentation of observation data or analysis results to the end user.
 The visual presentation module of Web applications is created using JavaScript and HTML 
technologies, and the React framework has been used to create Web applications with interactive 
design concepts.(17) The first one displays the sensor location and data collected by the 
groundwater monitoring system, such as the real-time location of satellite monitoring points and 
real-time groundwater level and real-time rainfall data. Real-time information is stored via the 
Internet. The real-time information through the Internet is first stored in the database system of 
the hydrological and subsidence monitoring platform through the Web application program. All 
real-time processing and sensor data are recorded through the Mapbox software, and then 
displayed through the user interface to display the sensor location and observation data results. 
In this web application, InfluxDB and MongoDB are used with the Django framework to collect, 
transfer, and store data.(20) Figure 1 shows the observation sites of groundwater wells in 
Changhua and Yunlin, Taiwan. Information on each groundwater level observation site can be 
displayed on the interface. After that, you can know the groundwater level data by clicking on 

Fig. 1. (Color online) Information map of the observation points.
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the groundwater station on the map, and the broken line chart of the groundwater level collected 
in August is shown in Fig. 2.
 The subsidence analysis work was used with the dynamic regional groundwater numerical 
module and Mapbox to delineate the severity of stratigraphic subsidence between the alluvial 
fan areas of the Choshui River in Taiwan. The user interface is used to display the land 
subsidence in each area. Satellite observation and groundwater data are used to show the land 
subsidence. Figure 3 shows the land subsidence overlay of the alluvial fan areas of the Choshui 
River in Taiwan in 2020. The unit of the settlement value is millimeters. The red blocks represent 
the more severe land height decline in those areas.

Fig. 3. (Color online) Map of the land subsidence in the alluvial fan areas of the Choshui River in Taiwan.

Fig. 2. (Color online) Groundwater level data of the station.
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5. Conclusions

 IoT has developed rapidly and is increasingly affecting various industrial fields.(21–24) 
However, the current groundwater monitoring system can only collect and transmit data through 
sensor components and lacks data calculation, processing, and storage functions. The solution is 
to apply cloud computing technologies to create cloud platform resources that perform functions 
that cannot be handled by current groundwater monitoring systems. Therefore, we developed a 
hydrological and subsidence monitoring platform that provides groundwater monitoring system 
data storage, access, and management services. Through the groundwater monitoring system, a 
large number of data are collected, and there are different types of data, which increase the 
difficulty of data management. Solving this problem requires the use of automated data 
processing applications and database system management. The operation of these two modules 
ensures that all the data from the groundwater monitoring system and land subsidence 
information can be stored in the hydrological and subsidence monitoring platform. In this 
experiment, we used the time-series groundwater level data of August 2021 to test the execution 
time of different types of database storage and finally find the InfluxDB database suitable for 
the proposed platform. The dynamic regional groundwater numerical module can analyze the 
land subsidence of various regions through various observation data and finally use the satellite 
observation data in 2020 to analyze the land subsidence in the alluvial fan areas of the Choshui 
River in 2020. Finally, the visual display module can display the observation data and analysis 
results to users or researchers. 
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